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As artificial intelligence gives hack-
ers increasingly powerful tools to
launchcyberattacks,Nashville agencies
responsible for electricity, water and
public safety say they are preparing to

keep critical services running if their
systems are targeted.

Nashville Electric Service, Metro Po-
lice and Metro Water Services all told
The Tennessean they have cybersecur-
ity safeguards, training or exercises de-
signed to protect critical services. NES
and police officials said those prepara-
tions are changing specifically because
of advances in AI.

Mayor Freddie O’Connell’s office said
the city is also adapting its broader cy-
bersecurity strategy as AI makes at-

tacks faster, more sophisticated and
harder to detect.

“We are extremely concerned about
the evolving threat landscape, particu-
larly regarding the malicious use of AI,”
themayor’s office said in a Sept. 9 state-
ment. “AI has fundamentally shifted
how cyberattacks are carried out.”

The responses come amid height-
enednational concern over the ability of
increasingly autonomous AI systems to
find and exploit vulnerabilities.

In July, swarms of AI agents being

tested by OpenAI breached systems at
Hugging Face, a major AI development
company, after bypassing controls in-
tended to keep the agents contained.
Researchers later identified other sites
accessed by OpenAI-linked agents, in-
cluding a Vanderbilt University tool.

Vanderbilt was among at least 11 sites
targeted,with the agents gaining access
to a university link-shortening tool nor-
mally restricted to authorized users. It

Could AI knock out services in city?
Agencies say they are
prepping for possibility
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In a wooded backyard in Hermitage,
Jerry Vandiver gave the side of a cage a
few soft taps.

For a moment, the red fox inside
didn’t move.

He then shot through the open door
and into the brush, disappearing like a
flash. His bushy tail flicked behind him.

Nearly three months ago the fox had
been in terrible shape. Mange had
stripped away most of his fur, leaving
his skin covered in sores and infection.
Vandiver trapped him after a resident
spotted the sick animal in his backyard
and called for help.

The fox was in such bad condition
that rescuers at Walden’s Puddle Wild-
life Center of Greater Nashville weren’t

sure he would survive.
Now his coat had grown back. His

wounds had healed. And he was home.
Somewhere nearby, Vandiver hoped,

was a female fox believed to be his
mate. She, too, had been trapped, treat-
ed for mange and released earlier.

That’s one thing Vandiver loves
about foxes.

“They’re a family unit,” he said.
“Most of the time, they mate for life.
Theydon’t travel inpacks, they travel as
families.”

Nashville is experiencing a terrible
mange epidemic in its red fox popula-
tion, with a record number being treat-
ed this year at Walden’s Puddle, a non-
profit wildlife rehabilitation center in
Joelton.

Vandiver, a singer/songwriter who

Nashville’s ‘fox whisperer’
won’t leave sick fox behind

Jerry Vandiver of East Nashville sits for a portrait in Hermitage on Sept. 11 after releasing a red fox back into the wild.
Vandiver has been volunteering at Walden’s Puddle for seven years and has seen a sharp rise in the number of sick foxes
he traps for rehabilitation – and later releases – over the years. DENNY SIMMONS/THE TENNESSEAN

Walden Puddle volunteer Vandiver, 78,
traps them for treatment, then releases
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A red fox was suffering from mange
and open sores before he was
captured by Jerry Vandiver. The fox,
featured in this story, spent months
recovering at Walden’s Puddle before
being released back into the wild on
Sept. 11. PROVIDED BY JERRY VANDIVERSee VANDIVER, Page 13A

Gallatin, already home to one of
Tennessee’s largest data center in-
vestments, is moving forward with a
six-month pause on new data center
applications while city officials study
how the rapidly growing industry
should be regulated.

The Gallatin City Council advanced
the temporary moratorium on first
reading Sept. 15. The proposal initially
called for a 12-month pause, but coun-
cil members amended it to six months
after Mayor Paige Brown broke a tie in
favor of the shorter time frame.

Theproposedmoratoriumcomesas
communities across Tennessee grap-
ple with a surge of interest from data
center developers andquestions about
their enormous electricity needs, wa-
ter use, noise and other potential im-
pacts.

Gallatin already has firsthand expe-
rience with the industry. Meta broke
ground on its roughly 900-acre cam-
pus in 2020 and has pledged to invest
more than $1.5 billion. The data center
began serving global internet traffic in
November 2024.

The campus used 53.4 million gal-
lons of water in 2025, averaging about
4.5 million gallons per month, accord-
ing to utility records obtained by The
Tennessean. It accounted for about

See GALLATIN, Page 13A

Meta’s Gallatin Data Center, a large
multi-building, 900-hundred acre
campus, is seen in Gallatin on July 29.
MARK ZALESKI/THE TENNESSEAN

‘We need
to do
more
digging’
Gallatin advances pause
on new data centers
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